Advances in Quantum Cryptography using Quantum Dot Devices
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Quantum key distribution (QKD) can be used to establish a secret key between trusted parties,
a task for which quantum light sources based on quantum dots proved useful [1]. Many practical
use-cases in communication networks, however, involve parties who do not trust each other. A
fundamental cryptographic building block for such distrustful scenarios is quantum coin
flipping (QCF), which has been investigated only in few experimental studies to date (e.g., [2-
41), all of which used probabilistic quantum light sources imposing fundamental limitations.

This poster reviews our recent advances in the field of quantum cryptography using quantum
dot light sources. One focus will be on our first step in the field of quantum cryptography
beyond QKD. Employing a deterministically fabricated quantum dot single-photon source, we
experimentally implement a QCF protocol [5]. Using fast, random polarization-state encoding
of single-photon pulses with sufficiently low quantum bit error ratio, we demonstrate an
advantage compared to both classical realizations and implementations using faint laser pulses.
While this first implementation was realized with single photons at 930 nm wavelength and at
a standard clockrate of 80 MHz, our recent efforts target operation wavelengths in the telecom
C-band as well as clock-speeds in the GHz-regime. Based on our progress on ultra-fast coherent
quantum dot light sources emitting at 1550 nm [6], we present our most recent advances in the
generation of single-photons at clock-rates of 2.5 GHz [7]. These results are expected to enable
GHz-clocked implementations of single-photon QKD and other cryptographic primitives in the
foreseeable future.
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